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• The Project 25 Technology Interest Group (PTIG) is a group of individuals and 
organizations who share the mutual interest of advancing the development, 
deployment, and applications of Project 25 industry standards. 

• PTIG offers a P25 information forum for users and manufacturers with education 
and training on Project 25 Standards and their applications. 

• PTIG members include: 

• Radio communications subject matter experts

• Public safety and Government professionals 

• Equipment manufacturers and LMR engineers

• Service providers and consultants.   

Who is PTIG?
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www.project25.org

http://www.project25.org/
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• P25 System Lists: Trunking and Conventional

• P25 Video Links: P25 Basics and Encryption from DHS CISA
           Basics of P25: https://www.youtube.com/watch?v=2GTAptVOpkE

            Encryption in 3 Minutes: https://www.youtube.com/watch?v=P1sKPEaHWUc

            Funding and the Future of P25: https://www.youtube.com/watch?v=Hq5CozWWFN4

• P25 Latest Standards Update Report & List of Standards Documents

• P25 New Products and Services

• PTIG Commercial Member listing Primary P25 Contact information 
and company Website link

P25 Resources available on www.project25.org

https://www.youtube.com/watch?v=2GTAptVOpkE
https://www.youtube.com/watch?v=P1sKPEaHWUc
https://www.youtube.com/watch?v=Hq5CozWWFN4
http://www.preoject25.org/
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• P25 Security and Encryption   Links to DHS Library

• ISSI/CSSI Interoperability   Links to DHS Library and Informal Testing Data

• P25 CAP Testing Program: Links to DHS CAP Program Library and approved equipment Lists.

• P25 Case Studies and “P25 System of the Month” Articles

• PTIG Conference Panel Presentations PPT Slides

• P25 Frequently Asked Questions 

• Benefits of P25

P25 Resources available on www.project25.org

http://www.preoject25.org/
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• A Public Safety Grade Technology with High Availability through Redundant   and 
Resilient Configurations

• Direct Mode Communications when Infrastructure is not available 

• Enabling Interoperability for Multi Agency Sharing of Voice/Data/Location

• Secure AES 256 bit Encrypted Communications

• Large Nationwide Installed Base of P25 Systems: 3600+including 42+ State-wide. 

• P25 Sharing = Cost Savings & Improved Coverage for Users 

• Multi-Vendor Sourcing from 44 Project 25 Product and Service providers 

P25 is a Well Established Suite of Standards 
with a User Driven, Evolving Technology

Benefits of Project 25
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Founding Members

Sustaining Members 
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Corporate and Professional Members

Project 25 Technology Interest Group
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https://usdhs.sharepoint.com/:b:/s/CISA_
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P25 

Steering 

Committee 

Mission
Maintaining and 

enhancing resilient 

public safety 

communications 

operability and 

interoperability through 

the evolution of P25 

technical standards
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https://usdhs.sharepoint.com/:b:/s/CISA_
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Notable Accomplishments of P25 

Technology

12

Mature, well defined, P25 

standardized air and 

wireline interfaces create 

seamless interoperability

Robust current and 

evolving systems 

cybersecurity

Spectrally efficient 

trunked systems

Established dynamic 

and competitive 

marketplace

Public safety grade 

reliability and performance
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Notable Accomplishments of P25 

Technology

P25 operates in multiple 

VHF/UHF/700/800/900 

megahertz (MHz) public 

safety and government 

frequency bands

Scalable trunked and 

conventional system 

architectures

Continuing 

development and 

enhancement of P25 

standards

Authorized, independent 

test labs for technical 

standards compliance

Backward and forward 

compatibility for operability 

and interoperability

13
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Continue to coordinate with Users to develop educational materials

Enhancing Cybersecurity and Encryption Management Best Practices

Expanding the Universal Adoption and use of AES-256 Encryption

Facilitating Open Discussions Between P25 Users and Manufacturers/Suppliers

Improve the Understanding of P25 Technical Standards development processes

P25 Steering Committee Ongoing Priorities

14

Resolving interoperability challenges of disparate implementations with Manufacturers
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Current P25 Steering Committee Activities

Improving ISSI and 

CSSI Standards and 

Testing

Improve Encryption 

and Cybersecurity 

Capabilities and 

Standards

Meeting and 

exceeding the 

evolving 

requirements of LMR 

systems with new 

capabilities

Enhancing network 

cybersecurity and 

promoting universal 

adoption of AES 256 

and Link Layer 

Authentication

Facilitating 

education and 

outreach for both the 

users and the 

manufacturers
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Ongoing P25 Security Enhancements

Cybersecurity and Link 

Layer Authentication 

Improvements

Discontinuing Use of 

Deprecated, Non-

Standardized 

Encryption (Non-AES 256)

16

Work closely with APIC and 

Users toward Development 

of Proposed P25 Link Layer 

Encryption (LLE) Standards
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Jim Downes 

james.downes@cisa.dhs.gov

Senior Advisor–Encryption and Project 25 

Standards and Security 

Cybersecurity and Infrastructure Security 

Agency (CISA)

Emergency Communications Division 

(ECD)

17

mailto:james.downes@cisa.dhs.gov%20%20?subject=P25
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Andy Davis

Chair of the TIA TR-8 Mobile and Personal Private Radio Engineering 
Committee, Motorola Solutions P25 Support Manager

P25 Standards Update and Future Projects
JLMRLTE (LMR-LTE) Interworking Update
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• To date, TIA TR-8 (Mobile and Private Radio Engineering Committee) has created and 
maintains all documents included in the P25 Suite of Standards (80+ documents)
• Air Interfaces - Frequency Division (FDMA) for trunking/conventional voice and packet data services and 

Time Division (TDMA) for trunking voice and control channel

• Wireline Interfaces - Inter Sub System Interface (ISSI), Console Sub System Interface (CSSI) and 

conventional Fixed Station Interface (FSI) 

• Security services; Over the Air Rekeying, Trunking Authentication, AES256 Voice and Data Encryption

• Location services; Tier 1 (conventional) and Tier 2 (trunking or conventional)

• Standards enable interoperability between equipment of different manufacturers
• User agencies (via User Needs Working Group (UNWG)) and/or customer Request for Proposals via 

manufacturers) identify interfaces and functionality that need to interoperate

• Manufacturer and user agency representatives work together to create TIA standard documents

• Project 25 Steering Committee approves TIA standards for inclusion in the P25 Suite of Standards

• Customers choose what standard functionality they desire, manufacturers build to the standards that 

support their customers and standard tests validate interoperability of manufacturer implementations

P25/TIA Document Types
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• Standard messages and procedures documents
• Explain how standard services/features work

• Define message content and message exchange procedures

• Enable interoperable implementations by equipment manufacturers

• Standard test documents
• Performance, conformance and interoperability 

• Standard test methods ensure implementations interoperate and comply with standard messages and 

message exchange procedures with specific configurations

• Telecommunications Systems Bulletins

• Provide overviews of standard interfaces and standard services

• Provide consistent methods for modeling coverage and interference and for validating coverage

P25/TIA Document Types (cont.)
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• New Radio Measurements Methods and Performance Recommendations for 
mobile/portable receiver interference rejection

• Should interference from broadband base station signals occur, these set expectations on 
what interference protection may be reasonably expected from P25 and Analog mobile 
and portable receivers. 

• FDMA, TDMA and Analog FM documents have been published.

• Improving documentation for modeling noise and interference and for coverage 
modeling and verification

• Now addresses interference issues for radios in proximity of short-tower cellular systems 
at 700/800 MHz, RF penetration through low-emittance (so-called "green") glass and 
additional factors for Coverage Acceptance Plans (CATPs). 

• Clarifies Delivered Audio Quality verification methods.

• New effort for consideration of indoor coverage extender evaluations is in progress.

Summary of Improvements and Ongoing Work for; 
P25 Air Interface Standards
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• New Emergency Alarm activation and indication for Trunking and Conventional

• This is intended for use when a subscriber user is in an emergency situation and is unable 
to initiate an alarm request (example; downed firefighter) and an alarm is remotely 
activated. This emergency alarm special information field will inform other users of this 
situation.

• New User Alias Download feature for Trunking

• Allows radios to translate the standard defined numeric identities received during voice 
calls to a system operator defined alpha numeric alias to improve the radio operator’s 
awareness of who they are listening to in a call.

• FDMA published; TDMA pending.

• New Location on Push to Talk feature for Trunking

• This will embed location in trunking voice transmissions for use by a mapping application 

• FDMA published; TDMA pending.

Summary of Improvements and Ongoing Work for; 
P25 Air Interface Standards
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• New NIST approved Over the Air Rekeying Message Authentication method
• Published: This adds a new standard MAC method for interoperability of new equipment 

while maintaining the previously standardized CBC MAC method for interoperability with 

legacy equipment.

• Improved Interoperability for End to End encryption key sharing between Key 
Management Facilities (KMFs)

• Manufacturer testing revealed differing interpretations of the use of S/MIME that are 
being clarified to prevent future interoperability issues; Approved for publication.

• Use of Transport Layer Security (TLS) version 1.3 will be considered next.

• Operation of Mutual Authentication is under review

• The review will evaluate recent equipment issues identified by customers.

Summary of Improvements and Ongoing Work for; 
P25 Security Standards
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• New capabilities for P25 Key Fill Devices 

• The published standard enables interoperability of Key Fill devices when used for key 
management of portables/mobiles. New capabilities will allow interoperability of these 
devices when moving End to End keys between KMFs or KFDs, moving keys from KMFs to 
portables/mobiles and synchronizing Authentication keys between Authentication 
Facilities and portables/mobiles. 

• New P25 Link Layer (Air Interface) Encryption service protecting all air interface 
signaling

• Users and manufacturers are working together in the APCO Project 25 Interface 
Committee’s Encryption Task Group to define the service.

• This service will selectively encrypt air interface signaling and be interoperable with 
legacy air interface signaling.

• This new system level service will affect nearly all published Air Interface standards in 
addition to published Security and Wireline Interface standards. 

Summary of Improvements and Ongoing Work for; 
P25 Security Standards
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• Control of “Group Regrouping” across the Inter Sub System Interface (ISSI) and 
the Console Sub System Interface (CSSI)

• Group  Regrouping maximizes efficient use of RF resources when talkgroups are patched 
together. Both the Motorola and L3Harris methods of Air Interface signaling are included 
in published Air Interface standards. This new work will enable control of the Air 
Interface signaling when systems are connected with an ISSI or have dispatch equipment 
connected with a CSSI.

• Standard revisions for Emergency Group Call and Cancel 

• Clarifications of signaling and associated equipment behaviors to enable new test cases

• New Interoperability and Conformance tests for ISSI and CSSI

• New Trunking Interoperability tests include tests for vocoder mode combinations, tests 
for Supplementary Data Services such as Call Alert, Emergency Alarm, Emergency Group 
Call Cancel, etc.

• New Conformance tests will cover Supplementary Data Services.

Summary of Improvements and Ongoing Work for; 
P25 Wireline Interface Standards
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• New feature for Remotely Activated Emergency Alarm

• Considers control signaling across an Inter Sub System Interface (ISSI) and Console Sub 
System Interface (CSSI) to activate a radio’s emergency alarm.

• Modifications to the P25 Inter Sub System Interface (ISSI), the Console Sub 
System Interface (CSSI) and Digital Fixed Station Interface (DFSI) to enable future 
Interworking with Broadband Cellular Public Safety Systems

• Published: ISSI/CSSI addendums defining use of the P25 ISSI/CSSI for connecting P25 
Trunking systems to a 3GPP Inter Working Function (IWF).

• In review: DFSI addendum defining use of the P25 DFSI for connecting P25 Conventional 
or Analog FM base stations to a 3GPP IWF.

• Pending: Revision or addendum to the P25 Conventional ISSI/CSSI standard for 
connecting P25 Conventional or Analog FM base stations to a 3GPP IWF.

Summary of Improvements and Ongoing Work for; 
P25 Wireline Interface Standards



August 2024
27Project 25 Technology Interest Group 

• The current JLMRLTE work item is titled the “Study of Interworking between P25 
LMR and 3GPP (MCPTT) Mission Critical Services”.

• This document contains scenarios and considerations for the use of a 3GPP Release 
15 Inter Working Function (IWF) to enable interoperability of standards services 
between a 3GPP mission-critical standards based LTE system and a TIA standards 
based LMR system. TIA standards based LMR systems being considered are:  
P25/TIA-102 Trunking, P25/TIA-102 Conventional, and TIA-603 analog conventional 
FM.

• The Interworking Study document does not prescribe a particular LMR 
interface to the IWF although the P25 Inter-RF Subsystem Interface (ISSI) and 
Digital Fixed Station Interface (DFSI) have been chosen by TIA.

ATIS/TIA JLMRLTE Working Group
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• The JLMRLTE Interworking Study document describes how the common 
standardized services (features) work in P25 Trunking, P25 Conventional, Analog FM 
and 3GPP and how the standard features in the 2 very different technologies may be 
made to interoperate. This includes generic message exchange, media translation 
and identity translation expected of an IWF.

• This enables 3GPP or TIA work to define the necessary messages and 
procedures to enable interoperable implementations. 

• The study document also identifies P25 features that do not have similar 3GPP 
features and may not be expected to interoperate.

• Publication of the Study document by ATIS is TBD.

ATIS/TIA JLMRLTE Working Group
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LTE/LMR Inter Working Function

• The 3GPP Interworking architecture defines an 
interworking functional entity (IWF). 

• From the 3GPP side, the IWF acts as another mission-
critical system, and from the LMR side, the IWF acts as 
another LMR system. 

• The IWF is the functional entity responsible for 
conversion of media, identities and control signaling 
between LTE and LMR technologies to enable 
interoperable services.

• This IWF supports interworking between LMR systems 
and LTE systems using standard TIA LMR interfaces and 
the standard 3GPP IWF interfaces. 

• For LMR, the P25 Inter-RF Subsystem Interface 
(ISSI/CSSI) and Digital Fixed Station Interface (DFSI) 
have been chosen by TIA. 
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TIA Published documents:

• TIA-102.BACA-B-3 “ISSI Messages and Procedures for Voice Services, Mobility Management, 
and RFSS Capability Polling Services – Addendum 3 – Interworking with an IWF”

• TIA-102.BACD-B-3 “ISSI Messages and Procedures for Supplementary Data – Addendum 3 – 
Interworking with an IWF”

These documents describe use of the trunking ISSI for connection to an IWF for the purpose of 
enabling the interoperability of a set of standard trunking services (features) common between 
the 3GPP MCPTT standards the P25 trunking standards.

ATIS/TIA JLMRLTE Working Group
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TIA Working Documents:

• TIA TR-8.19 (Wireline Interfaces Subcommittee) is working on a Digital Fixed Station Interface 

standard to enable connection to an IWF.

This work will describe use of the DFSI for connection to a 3GPP IWF for the purpose of enabling 

the interoperability of a set of standard conventional services (features) common between the 

3GPP MCPTT standards the P25 Conventional and Analog FM standards

• TIA TR-8.19 (Wireline Interfaces Subcommittee) is considering work on the Conventional ISSI 

standard.

This work will describe use of the Conventional ISSI/CSSI for connection to a 3GPP IWF for the 

purpose of enabling the interoperability of a set of standard conventional services (features) 

common between the 3GPP MCPTT standards the P25 Conventional and Analog FM standards

ATIS/TIA JLMRLTE Working Group
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P25 LMR and Cellular LTE (FirstNet) are different Technologies

You don’t need to choose one or the other.

They are Better Together
• The rollout of 3GPP LTE services is in progress and is expected to continue to progress in the coming 

years. 

• There will likely be a long, extended period of time where both technologies exist in the market.

• This period of co-existing technologies creates a need for Interworking of these technologies 
during the period of co-existence.

• The joint ATIS/TIA working group will continue to expand content of the study document to enable 
interworking of the technologies and migration to the LTE technology.

• Work will continue in TIA to maintain and update the P25 standard services. 

• Work will continue in 3GPP to maintain and update the 3GPP LTE standard services. 

P25 LMR & LTE……..Better Together
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THANK YOU! 

Andy Davis

Chair of the TIA TR-8 Mobile and Personal Private Radio Engineering 

Committee, Motorola Solutions P25 Support Manager

Andy.Davis@motorolasolutions.com

mailto:Andy.Davis@motorolasolutions.com
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Interoperability, Security, and Applications 
of P25 Capabilities

Jeremy Elder

Director of Product Management for Systems Infrastructure and 
Subscriber Equipment for L3Harris Technologies, Inc. 
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Enabling coverage expansion, enhanced interoperability, and 
additional flexibility for joint operations.

Leverage nationwide 
footprint from LTE 
carriers

On-scene interop between 
P25 and LTE for incident 
response and special events

Flexible comms options 
between public safety agencies 
and key entities that 
leverage LTE

Use Cases for LTE/LMR Interoperability
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P25 offers standardized interfaces that can be leveraged to deliver LTE/LMR 
Interworking - specific situation dictate the best solution

# P25 standard Type Scope of standard Application for LMR/LTE interworking

1 Common Air Interface (CAI) Wireless SU-to-SU direct mode 
SU-to-RFSS Conventional and trunked 
Digital Only

Radio Gateway interface to LTE/LMR 
Gateway

2 Digital Fixed Station 
Interface (DFSI)

Wireline Console-to-RFSS Conventional including 
P25C and Analog FM

Conventional base station interface to 
LTE/LMR Gateway

3 Console Subsystem 
Interface (CSSI)

Wireline Console-to-RFSS Trunking and Advanced 
Conventional

Dispatch console interface to LTE/LMR 
Gateway

4 Inter-RF Subsystem 
Interface (ISSI)

Wireline RFSS-to-RFSS Trunking and Advanced 
Conventional

System core interface to LTE/LMR 
Gateway

P25 Standards-based Solutions
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The ISSI is a P25 Standard interface that can interconnect RF Sub-Systems (RFSSs), including those built 
by different manufacturers and with different software versions, into wide area networks such that 
users on disparate networks connected via ISSI can communicate with each other. These wide area 
networks are also known as “system-of-systems” architectures.

Practical Applications of the P25 
Inter-RF Subsystem Interface (ISSI)

Dispatch

P25 Radios

P25 RF Sites P25 RF Sites

Dispatch

P25 Radios

P25 CAI P25 CAI

ISSI

P25 INTER SUB-
SYSTEM INTERFACE

Manufacturer A RF Sub-System Manufacturer B RF Sub-System



August 2024
38Project 25 Technology Interest Group 

Application of P25 ISSI to interface LTE with P25 System Core.

LMR/LTE Interworking Using the P25 ISSI

LTE RAN LTE EPC LTE / LMR IWF P25 Core P25 RF Sites

P25 ISSI

Benefits of LMR/LTE Interworking using the ISSI

Enables interoperability between P25 networks and LTE with key features required by public safety

Offers a scalable and resilient interface 

Supports integration of dispatch from P25 system
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P25 Encryption Concepts

P25 offers Defense-in-depth through multiple layers of security services

P25 
Security

End-to-End 
AES Encryption

Link Layer 
Authentication

Link Layer 
Encryption

Inter-KMF 
Interface

Over-the-Air 
Rekeying

Key Fill Device

Security Service User Benefit/Protection Avail?

End-to-end AES 
encryption

Secure, interoperable exchange of 
voice and data

Link Layer 
Authentication 
(LLA)

Authenticate subscriber units 
(SUs) and Infrastructure to ensure 
they are legitimate

Link Layer 
Encryption (LLE)

Protect over-the-air signaling from 
interception

Not 
yet

Over-the-air-
Rekeying (OTAR)

Stage new key material over P25 
common air interface

Inter-KMF-Interface 
(IKI)

Transfer key material online or 
offline between separate 
systems/KMFs

Key Fill Device (KFD)
Transfer key material securely 
from portable key fill to P25 SU
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Project 25 Inter-Key Management Facility Interface (IKI)

P25 IKI

KMF A

KMF B

This is an exciting time! KMFs that support the IKI are 
becoming available in the market.

What is the IKI? 

A: Interface between multiple P25 key 
management facilities, regardless of 
manufacturer.

Is there a standard for the IKI?  

A: Yes – the “Project 25 KMF-to-KMF 
Interface” which standardized the IKI 
was published in April 2012.

If the standard was published so long 
ago, why are we just now hearing 
about the P25 IKI?  

A: Manufacturers are beginning to field 
solutions based on increased customer 
demand for a secure method to pass 
traffic encryption keys between KMFs.

Does the P25 IKI require an IP 
network connection between KMFs?

A: Not necessarily… the P25 IKI supports 
an offline (file-based) transfer of keys 
and an online transfer of keys over a 
network.
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Key Fill Device Enhancement

Link Encryption
Facility (future)

Authentication 
Facility

Key 
Management 

Facility

Key Fill 
Device

KFD

KFD-MR

KFD-KMF KFD-AF KFD-KFD KFD-LEF

Update to enhance P25 key sharing interoperability:

• Adds new standardized interfaces between a P25 
Key Fill Device and the following P25 services:

• Includes unassigned keys – to ease sharing interop keys

• Improves key loading for P25 Subscribers by adding:

o Standardized USB interface

o Forwarding Key Management Messages (KMMs) 
from KMF & AF

SU

Key Management Facility (KMF) Authentication Facility (AF)

Another Key Fill Device (KFD) Link Encryption Facility (LEF) - future

Standard on-track for publication this year. 
New products typically follow 12-18 months 

after publication.
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Link Layer Encryption (LLE) will “protect” the over-
the-air signaling in P25 Conventional and Trunking 
system configurations – including direct mode.

Link Layer Encryption Solution

LLE Standard Details: 

1. Completion of standard is not expected before 
late 2024 - usually 12-18 months after that is 
when equipment is available

2. The standard has no impact on users that don’t 
require LLE

3. The standard ensures compatibility with 
previously deployed radios that do not support 
the LLE feature

✓ Interoperability with legacy radios

✓ Seamless transition when LLE enabled

P25T and P25C 
Trunking

LLE addresses 3  principles of 
the security triad

P25C Direct Mode
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• What is it?: P25 standard interface between P25 Subscriber Units (SU) and the 
Location Host Server (LHS) for location reporting. Requires dedicated data 
channels on the P25 network

• Supports a variety of triggers including Periodic, Distance Change, Emergency, 
Power On/Off, Host Request, and User Request.

• Key Customer Value: Accurate picture of overall incident response for 
telecommunicator and improved safety for first responders

P25 Location Services - Tier 2 Location

P25 Subscriber 
Units

P25 Trunked
Sites

P25 Location
Host Server

Location
Services

Dispatch 
Applications:

Tier 2 Location 
over P25 CAI

Standardized by P25

Solution
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• What is it?:  Adds the ability for a P25 SU to provide its GPS location on each 
PTT without consuming additional channel capacity. Does not require 
dedicated data channels as location is included on voice channel

• Key Customer Value: Telecommunicators are provided with refreshed location 
while communicating with a first responder – especially in emergency 
situations.

(NEW) GPS on PTT Location

Dispatch Applications: 
Console/CAD/AVL

PTT: Voice + 
GPS Location

Solution

P25 Trunked
Site

Location
Services



August 2024
45Project 25 Technology Interest Group 

• What is it?  Allows a P25 RFSS to include Caller Alias on each PTT as part 
of the call info provided to P25 SUs without consuming additional 
channel capacity.

• Key Customer Value: First Responders receive up-to-date Caller Alias at 
their SUs without managing caller alias lists in the device. This info is 
provided regardless of whether the talker is a P25 SU, Dispatch Console, or 
other type of caller.

(NEW) Caller Alias on PTT Solution

Dispatch Console

PTT: Voice + 
Caller Alias

Solution

P25 Trunked
Site

Note: Alias over ISSI was previously 
standardized and this new standard offers the 
capability to convey the alias over air interface

Provides a meaningful name like by “Jane Smith” instead of a 
complicated id number like “BEE00.1.1021” for the caller
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THANK YOU! 

Jeremy Elder

Director of Product Management for Systems Infrastructure and 
Subscriber Equipment for L3Harris Corporation 

Jeremy.Elder@L3Harris.com

www.l3harris.com

www.l3harris.com

mailto:Jeremy.Elder@L3Harris.com
https://www.l3harris.com/
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P25 User Needs Working Group (UNWG)
 Working Projects, Priorities for Standards evolution.

Scott Wright

Sr. Telecommunications Engineer II

State of Connecticut Deputy SWIC, UNWG Co-Chair
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Purpose: Provide a forum for education, discussion, and input from a 
broad range of public safety users and subject matter experts on issues 
directly or indirectly related to the Project 25 Suite of Standards.

- Membership – open to members around the globe

• UNWG membership is open to employees of public safety or 
government agencies with a role in public safety communications

• For more information or to join the UNWG, please contact 
NCSWICgovernance@cisa.dhs.gov 

User Needs Working Group (UNWG)

mailto:NCSWICgovernance@cisa.dhs.gov
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Strategic Priority 1: Engage a broad user community to recommend user 
needs to the Project 25 Steering Committee or the Federal Partnership for 
Interoperable Communications (FPIC) for further action

Strategic Priority 2: Review and provide input on Project 25 education and 
outreach materials to expand knowledge on Project 25 features, 
interfaces, and standards. Where needed, develop P25 education and 
outreach materials to be published under SAFECOM/NCSWIC.

UNWG Updates and Priorities
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Pending release:

 - Pending publication: GPS Location white paper

 - Video in production: Link Layer Authentication

 - Video in production: P25/UNWG 

UNWG Updates and Priorities
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On Going Projects:

 - Intake Action Form

  Develop a uniform method to capture user needs and 
  requirements

  Define scope and extent of use case

  Is a standard really necessary?

  Assist manufacturers in allocating resources

UNWG Updates and Priorities
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UNWG: How does this work?
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UNWG: How does this work?
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On Going Projects:

 - Continued collaboration with APIC regarding LLE

 - SPUN Updates

 - Further identifying user needs:

  - GPS use (wildland firefighting, etc)

  - Paging

  - Vehicle Repeaters

 - In building coverage/technology solutions

 - Development of a white paper regarding LMR/Cloud use

UNWG Updates and Priorities
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Publications:

Link Layer Authentication (LLA) and Link Layer Encryption (LLE): Are You Really Secure? 

https://www.cisa.gov/sites/default/files/2023-03/23_03.08_LLA_LLE_CLEAN_v2.pdf

P25 User Needs Working Group (UNWG)

https://www.cisa.gov/sites/default/files/2023-03/23_03.08_LLA_LLE_CLEAN_v2.pdf
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WE NEED YOU!

P25 User Needs Working Group (UNWG)
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THANK YOU!

Scott Wright
scott.wright@ct.gov
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P25 for the Future 
New Standards, Interoperability & Security 
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